The LTE (Long Term Evolution) technologies defined by 3GPP is the last step toward the 4th generation (4G) of radio technologies designed to increase the capacity and speed of mobile telephone networks. Mobility management for supporting seamless handover is the key issue for the next generation wireless communication networks. The evolved packet core (EPC) standard adopts the proxy mobile IPv6 protocol (PMIPv6) to provide the mobility mechanisms. However, the PMIPv6 still suffers the high handoff delay and the large packet lost. Our protocol provides a new secure handover protocol to reduce handoff delay and packet lost with the assistance of relay nodes over LTE networks. In this paper, we consider the security issue when selecting relay nodes during the handoff procedure. During the relay node discovery, we extend the access network discovery and selection function (ANDSF) in 3GPP specifications to help mobile station or UE to obtain the information of relay nodes. With the aid of the relay nodes, the mobile station or UE performs the pre-handover procedure, including the security operation and the proxy binding update to significantly reduce the handover latency and packet loss. The simulation results illustrate that our proposed protocol actually achieves the performance improvements in the handoff delay time and the packet loss rate.
Introduction
With the rapid growth of personal mobile communications, a mobile device with the user equipment (UE) connected to the Internet for IP-based multimedia service is significantly increased. The LTE (Long Term Evolution) technologies defined by 3GPP is the last step toward the 4th generation (4G) of radio technologies designed to increase the capacity and speed of mobile telephone networks. The core network (CN) part of the evolution of the LTE system is classified into the system architecture evolution (SAE) and the radio access network (RAN). The main objective of RAN part is to increase the system capacity, the transmission coverage, the throughput, and reduce the handoff latency. The LTE system is the IP based architecture, in which all radio control functions, such as handover control and admission control, are enforcement in eNB. LTE system not need the central control entity. User plane follows the same radio link standards, such as RLC/MAC in eNB.
When a mobile user is roaming between different base stations, called as eNodeB (eNB), of LTE networks, UE needs to perform the handover protocol to keep the data connections. Traditional handover protocol suffers from high handover latency and large packet loss. Our main objective is to develop a new handoff protocol to reduce the handover latency and improve the packet loss rate. Figure 1 illustrates the 3GPP long term evolution (LTE) architecture, which is defined by 3GPP [1] . The LTE is all-IP network architecture to provide higher bit rate, lower transmission latency, and wider service coverage. The 3GPP LTE becomes a major competitive 3GPP connection technology to deal with the rapid development of IP data traffic. When the UMTS system currently builds in the world, the system performance and cost optimization must take into account two issues [2] . The first issue is to upgrade the existing UMTS performance; for instance, HSDPA standard in 3GPP Release 5 and HSUPA standard in 3GPP Release 6. However, the maximum data rate is 14.4 Mbps in downlink and 5.76 Mbps in uplink. Second issue is to develop the evolved radio interfaces, 3GPP defined evolved UTRA and E-UTRAN, which are packet based network architecture. The main objective of LTE is to achieve 100 Mbps in downlink and 50 Mbps in uplink. The evolution of LTE system is the core network (CN) part. The CN is generally classified into the system architecture evolution (SAE) and the radio access network (RAN). The most important of RAN is the increased capacity, the better coverage, the high throughput, and the reduced latency. The 
